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APZIMEJUMI

AWS — Amazon Web Services, Amazon makondato$anas serviss.

MQTT - Message Queuing Telemetry Transport, publicéSanas-abon&Sanas tikla protokols.
NoSQL - Non-relational database, ne-relaciju datubaze.

PEM - Privacy-Enhanced Mail, “de facto” faila formats.

10T - Internet of things, lietu internets.

GUI - Graphical user interface, grafiska lietotaja saskarne.
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IEVADS

Projekta “Jaunas tehnologijas Covid-19 pacientu t€mé&tai monitorésani, testéSanai un terapijai (3-T
Project)” [1] 1-T darba grupa tiek veikti mérfjumi ar sensoru un virtualu sensoru palidzibu. Siem sensoriem
ir nepiecieSams saglabats datus talakai apstradei un nodro$inat komunikaciju starp sensoriem, ka ari
nodrosinat komunikaciju ar datubazi, kur dati tiek saglabati. Saja dokumenta tiks aprakstits risinajums
iepriek§ mingtajai problémai.

Projekta tiek izmantoti Aranet4 [7] sensori, kas méra gaisa kvalitati istaba, un ar¢jie sensori, kas
arl méra gaisa kvalitati istaba, ka arT cilvéku skaitu un cilvéka inficg$anas riska varbatibu. Sos datus ir
nepiecieSams saglabat, tapec tick izmantota MongoDB datubaze. MongoDB ir NoSQL datubaze, kura
iedalas kolekcijas, kuras atrodas JSON tipa dokumenti. Lai Sos datus nosttitu uz datubazi, tiek izmantots
MQTT brokeris, kas sanem zinas no public€tajiem (sensori) un nosiita abonétajiem (skripti), kas ieraksta
datus datubaze.

Aranet sensori AWS Makonis
{t-l'} Aranetd
Fublish .
/ MQTT brokeris —
{t-l') Aranetd »| Aranet Pro base | /
(t+1) Aranetdr"""’ﬂfﬂ Fublish
subscribe
Publish /

Aréjie sensori

(¢-)

((I’) Q‘ leraksta datubizé
MongoDB |

Python skripts
(MQTT klients)
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AWS MAKONIS

Projekta tiek izmantots Amazon web servisi, lai nodrosinatu ilgtsp€jigu un drosu makondatosanu. Uz
$T AWS makona jeb AWS instances atrodas Linux Ubuntu serveris, kas ir atvérta koda Debian bazes Linux
distribucija.

Serveris klausas 2 portus, kur 27017 ports tiek izmantot datubazei un 8883 ports tiek izmantots MQTT

brokerim. Uz $§1 servera atrodas 2 galvenas dalas, kas nodroSina sensoru datu ierakstiSanu datubazg,
komunikaciju starp sensoriem, ka ari pati datubaze atrodas uz $1 servera.

1. MQTT protokols

Projekta komunikacija ar datubazi, tai skaita sazina starp citam ieric€m, tiek realizéta ar MQTT
protokolu. Sis protokols darbojas péc publish/subscribe modela, kur ir publicétajs (Publisher), kas var biit
sensors, dators vai citas elekroniskas ierices un ir abon&tajs (Subscriber) ierice, kas parakstas uz kadu
noteiktu tému (Topic). Par komunikaciju starp publicétaju un abonétaju riipgjas MQTT brokeris (Broker),
tas pariip@sies, lai abongétajs iegiitu tikai tos datu, uz kuriem tas ir parakstijies.

Projekta MQTT Brokeris atrodas uz AWS makona, tadejadi, ja klientiem (publicetaji/abonétaji) ir
interneta pieslégums, tie var siitit datus uz MQTT brokeri.

MQTT Klients MQTT
Publicétajs(sensors) i
: : o borkeris o MQTT Kiients
Fublicé ar tému: Pierakstas uz Emu: Abonétas (lerfce)
(‘ Y ’) TTT-WP1 .'Instltutmn.‘F'.nomm_; Tf..TT'W?_ /l Pstltutmn.‘Ron@m
ftemp™ 24} ina sanem:
temp™ 24} .
I
I
MQTT Klients
Public&tgjs(sensors) ——— i MQTT Klients
e _ . lera a5 UZ I2mu: — Abonétdjs (sistéma)
Publice ar temu: TTT-WP1/institution/Room02 | mm = ’
‘ .’ TTT-WP1/Institution/Room02 < » r—
remp’; 23.4} g Zina sanem:
{"temp™ 23.4}
1.1. Brokeris

Saja projekta tiek izmantots Eclipse Mosquitto [2] atvérta koda brokeris, kas izmanto MQTT protokola
versiju 3.1.1. [3] Brokeris zinas starp aboné&taju un publicétaju S§ifré, tadejadi nodroSinot drosu
komunikaciju. Brokeris izmanto TLS (Transport Layer Security) [4] SifréSanas protokolu, kas izmanto pasa
parakstitu sertifikatu. Mosquitto MQTT vairs neatbalsta TLS 1.1 versiju, tap&c tiek izmantotas TLS 1.2 un
1.3 versijas.

Lai izmantotu projekta MQTT brokeri ir nepiecieSams lietotajvards un parole, ka ar1 PEM fails, kas
darbojas ka atslega, ar kuras palidzibu brokeris sapratis, ka komunic@t velas Sifr&jot zinas. Ja netiek uzradits
PEM fails, tad MQTT brokeris zinas ignoré. MQTT brokerim iesp&jam pieslégties noradot AWS instances
publisko DNS adresi un 8883 portu. MQTT brokera konfiguracijas fails pieejams pielikumos.
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1.2. Klienti

Gan publicetaji, gan aboneétaji ir MQTT klienti, vieniga atSkiribas starp tiem ir, vai dotais klients paslaik
publice vai ir parakstijies uz datu sanemsanu (public€Sanas un abonéSanas funkcionalitati var ieviest ar1 taja
pasa MQTT klienta).

1.3. Temas (topic)

Teémas ir teksta virkne (string), kur katrs Itmenis tiek atdalits ar slipsvitru (“/”), pieméram,
RootTopic/2ndLevel/3rdLevel. Aranet sensoru datu saglabasanai tiek izmantos ‘“VPP-Aranet” t€mas
pirmais ITmenis, kuru var uzstadit Aranet Pro Base. Aranet sensoru datu t€mas piemers:

“VPP-Aranet/BazesID/sensors/sensoralD/json/measurements”

Protams, ar $adu topic datus var siitit vairaki sensori un lai nevajadzetu definét katra sensora un bazes
stacijas ID var izmantot wildcards, kas palidz apkopot vairakus topic, piem&ram:

a. “VPP-Aranet/BazesID/sensors/+/json/measurements”

“+” simbols — viena lItmena aizstaj&jzime, kas $aja gadijuma abongs visiem sensoriem pie noteiktas bazes
stacijas

b. “VPP-Aranet/#”

“#” simbols — vairaku ITmenu aizstaj&jzime, kas $aja gadijuma abon@s visa Aranet bazes stacijam un
sensoriem.

2. Python skripti

Pytnon skripti ir klienti (abongtaji), kas klausas Aranet sensoru un argjo sensoru sttitos datus un saglaba
tos datubaze. Tiek pienemts, ka zinas, kuras ir jasaglaba datubazg tiek siititas json formata, ja netiek ieverots
Sis stils, tad datubaze netiek saglabati dati.

Ta ka brokeris tiek izmantots ne tikai komunikacijai starp datubazi, bet ari komunikacijai starp citam
iericém, tad $Saja projektda ar t€mas pirmo Iimeni (Root Topic) var pazinot, ka Sos datus grib saglabat
datubaze. Attiecigi noradot TTT-WP1 (Argjo sonsoru datiem) vai VPP-Aranet (Aranet sensoru datiem).
Python skripts, kas raksta datubazg ar&jo sensoru datus iesp&jams apskatit pielikuma.

3. MongoDB datubaze

MongoDB pamata ir NoSQL dokumentu kratuves modelis, kura datu objekti tiek saglabati ka atseviski
dokumenti kolekcijas, nevis ka tradicionalas relaciju datubazes tabulu kolonnas un rindas. Dokumenti tiek
glabati ka binari JSON vai BSON objekti.

MongoDB datubaze atrodas uz AWS makona, kur tai pieslégties var tikai autentificgti lietotaji.
Pieslegties datubazei var noradot AWS makona publisko [PV4 adresi, ka arT ir janorada MongoDB ports,
kas ir mongoDB noklusétais ports :27017. Pieslégties datubazei var caur dazadiem MongoDB rikiem,
piem&ram, Compass - vieglakai datu vizualizacijai, mongo shell - komandrinda vai caur citu programmu,
kur Mongo piedava bibliotékas vairakas valodas, to starpa - Python, Java, C, C++ u.c. Projekta tiek
izmantota MongoDB 4.4.1 versija [5]
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3.1. Datubazes struktiira

MongoDB ir NoSQL datubaze, kas nozimé, ka taja nav tabulu, bet gan kolekcijas, kuras atrodas
dokumenti JSON formata. Talak tiek aprakstits datubaze izveidotas kolekcijas. Kolekcija darbojas lidzigi
tabulai tradicionalaja SQL datu baze.

3.1.1. Kolekcijas

Datubazé envMonDB (environment monitoring database) glaba sensoru datus, kur sensori tiek
pievienoti istabam un talak istabas tiek pievienotas iestadém, tas vajadzigs, lai varétu zinat, kur sensori
atrodas. Izveidotas kolekcijas:

e Jestades (institutions) - iestazu nosaukumi

o Telpas (rooms) - telpas kas ir iestades

o Aranet Dati (sensorDataAranet) — dati, kas nak no Aranet4 sensoriem

e Arenet Alert pazinojumi (aranetAlerts) — kltdu pazinoji Aranet4 sensoriem
e Argjo sensoru dati (sensorDataWP1) - dati, kas nak no ar&jiem sensoriem

3.1.2. Struktira pa kolekcijam

e Institutions

{
"oid": |
"Soid": "hash"
}I
“‘name”: “LU DF”
}
¢ Rooms
{
"oid": |
"Soid": "hash"
by
“name”: “3107,
“institution id”: “hash”
}
e sensorDataAranet
{
"oid": |
"Soid": "hash"
bo
"atmosphericpressure": 101170,
"co2": 817,

"co2Abc": O,
"humidity": 54,
"temperature": 21.3,
"rssi": -68,

"time": 1603717622,
"battery": 0.95,
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"sensor id": "123A5"
aranetAlerts
"oid": |

"$oid": "hash"
br
"sensor id": "123A5",
"alarm type": "packetslost",
"activesince": "1605177249",
"timestamp": 1605177249.582793
sensorDataWP1
"oid": |

"Soid": "hash"
1
"person": O,
"ts": 1605177216.603715,
"Topic": "TTT-WP1/SMI/building0l1/room01"
"oid": |

"Soid": "hash"
1
"CLASS": "noise",
"PROBABILITY": 0.8302324414253235,
"ts": 1605177249.582793,
"Topic": "TTT-WP1/SMI/building0l/room01"
"oid": |

"S$oid": "hash"
br
"T": 26.95,
"RH": 23.3,
"coz2": 477,

"PM10": 2.7,
"pPM2,5": 2.5,

"ts": 1605177446.097504,
"Topic": "TTT-WP1/SMI/building0l/room01"
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ARANET SENSORI

Aranet ir kompanija, kas specializ§jas ToT risinajumos, kur ta piedava noliktavu, lielveikalu un citu
iekStelpu monitorg$anas risinajumus un tiem paradz&tus sensorus. Saja projekta tiek izmantoti vinu sensori
“Aranet4”.

1. Aranet4

Aranet4 ir ar baterijam darbinams autonoms bezvadu CO2, temperatiiras, relativa mitruma un
atmosferas spiediena sensors, kur$ paredzéts ieksStelpu monitorésanai. lerice ir viegli parnésajama un
uzstadama. Ta ka sensori izmanto e-ink [6] displejus, tie patéré mazak baterijas, ka arT §iem sensoriem ir
iespgjams uzstadit mérfjumu biezumu. So biezumu var uzstadit ar Aranet Pro bazes palidzibu.

2. Aranet PRO

Ir bazes stacija pie kuras ir iesp&jams pieslégt Aranet4 sensorus. Bazei Iidzi nak programmatiira, kas
strada ka sistémas GUI. Saja Aranet bazé ir iespéjams saglabat sensoru mérijumus, kur Aranet PRO
specifikacija [8] tiek noradits, ka 100 sensoru mérjjumu dati var tikt saglabati 10 gadu garuma.

Projekta ir nepiecieSam saglabat datus datubazg, kur tas tiek darits ar MQTT protokola palidzibu. Lai
iespgjotu MQTT protokola izmanto$anu ir nepiecieSama licence no Aranet, ka arT nepiecieSama piekluve
pie interneta, lai datu var nosttit uz datubazi. Interneta piekluvi var nodroSinat ar ethernet kabeli vai
pievienot to caur WiFi tiklu. Arenet Pro darbojas arT ka marsrutetajs, pie kura var pieslégties.

KOPSAVILKUMS

Projekta ietvaros ir izstradata datu baze un pielagots MQTT brokeris sensoru datu saglabasanao datu
makoni. Datu baze ir izvéleta MongoDB, kas pielauj elastigu datu struktiiras izmainu un Iidz ar to tas
papildinaSanu ar jauna veida sensoriem un notikumiem. Sensoru dati visupirms tiek sititi datu brokerim
MQTT, kurs spgj tos sanemt no dazadiem avotiem un vietam, ka ar7 servét datus klientiem — pieprasitajiem.
Sadi klienti ir datu baze, kur dati tiek saglabati ilgtermina, ka ari programmatiiras agenti, kas, pieméram,
izmanto reala laika sensoru datus lai operativi aprékinatu infice€Sanas risku attiecigaja zona. Datubaze un
brokeris ir test€ti vairaku mé€neSu garuma ar paralelu pieslégumu no sensoriem kas izvietoti vairakas
organizacijas, tai skaita LU un PSKUS.
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PIELIKUMI
1. MQTT brokera config fails:

# MQTT BROKER CONFIG
listener 8883
protocol mgtt

cafile /etc/mosquitto/certs/cert.pem
certfile /etc/mosquitto/certs/broker.pem
keyfile /etc/mosquitto/certs/private-key.pem

allow anonymous false
password file /etc/mosquitto/passwd

2. Argjo sensoru python skripts:

1. # python3

2. import paho.mgtt.client as mqtt

3. import json

4. from datetime import datetime

5. from pymongo import MongoClient

6

7. # Add topic to message

8. def add_topic(msg, tString):

9. if len(tString) <= 255:

1e. jsonString = {"topic": tString}

11. msg.update(jsonString)

12.

13. # Replaces dot because MongoDB does not support dot symbol in key names
14. def replace_dot(jsonMSG):

15. for key in list(jsonMSG):

16. if "." in key:

17. jsonMsG[key.replace(".",",")] = jsonMSG.pop(key)
18.

19. # Connect to MQTT broker

20. def on_connect(client, userdata, flags, rc):

21. print("Connected with result code "+str(rc))
22. client.subscribe("TTT-WP1/#")

23.

24. # On received message write data in MongoDB

25. def on_message(client, userdata, msg):

26. try:

27.

28. # Check if message is in json format

29. message = msg.payload.decode("utf-8")
30. jsonMSG = json.loads(message)

31.

32. if len(msg.topic.split('/"')) >= 2:

33. if msg.topic.split('/')[1] == "model":
34. db = mongoClient.envMonDB_test
35. collection = db.sensorDataWP1
36. collection.insert_one(jsonMSG)
37.
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38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.

51.
52.
53.

54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.

elif len(msg.topic.split('/')) >= 4:
replace_dot(jsonMSG)
add_topic(jsonMSG, msg.topic)

db = mongoClient.envMonDB_test
collection = db.sensorDataWP1
collection.insert_one(jsonMSG)
else:
print("No Room or Institution defined! Topic:
except:
message = str(msg.payload)
now = datetime.now()
print("Exception!\nTime:
+ message + "\nEnd of exception")

+ msg.topic)

+ str(now) + "\nTopic: + msg.topic + "\nMessage:

# Set up client for MongoDB
mongoClient = MongoClient('host', username = '', password
authMechanism = 'SCRAM-SHA-256")

, authSource = 'userDB',

# Initialize the client that should connect to the Mosquitto broker
client = mqtt.Client()

client.on_connect = on_connect

client.on_message = on_message

client.tls_set('path/to/cert.pem', tls_version=2)
client.username_pw_set(username = "", password = ")
client.connect("host", 8883)

# Blocking loop to the Mosquitto broker
client.loop_forever()
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